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INFO OCT-01 ISO-OO SYE-00 /006 W 

019139 221149Z/47 

P221137Z JUN78 

FM AMEMBASSY MOSCOW 

TO SECSTATE WASHDC PRIORITY 3412 

SECRET MOSCOW 14419 

SY CHANNEL 

FOR A/SY/OPS/T FROM TSO 

E.O. 11652: XGDS-2 
TAGS: ASEC 

SUBJECT: TECHNICAL PENETRATION - BRIEFING 


Message Text 


1 . MR. KEN SUTTON OF THE CANADIAN EMBASSY WAS BRIEFED 
ON THE MORNING OF 21 JUNE CONCERNING THE RECENT 
TECHNICAL PENETRATION. 


2. MR. SUTTON VOLUNTEERED THAT THE CANADIAN EMBASSY 
WAS NOT SUFFERING FROM MUTS LIKE SIGNALS. 


3. MESSRS. HORBERGER, VON KLEIST. AND REICHARDT 
OF THE FRG WERE ALSO BRIEFED THIS MORNING CONCERNING 
THE FIND. 


4. THE GERMAN TECHNICAL REPRESENTATIVES VOLUNTEERED 
INFORMATION ON TWO TEMHNICAL PENETRATIONS THAT THEY 
HAD DISCOVERED IN LENINGRAD. 

5. IN MARCH OF 1978 A CYPHER MACHINE WAS DISCOVERED 
TO HAVE BEEN TAMPERED WITH SO THAT IT PASSED CLEAR 
TEXT DOWN THE POWER LINE. THE DEVICE WAS MADE TO 
RESEMBLE A COMMON POWER LINE CONNECTING BLOCK. THE 
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MACHINE WAS IN LENINGRAD FOR ABOUT A YEAR BUT HAD 
BREN IN WARSAW BEFORE THAT. IT WAS UNKNOWN WHERE 
THE TAMPERING TOOK PLACE. 

6. IN NOVEMBER OF 1977 A MICROPHONE WAS DISCOVERED 
IN A CEILING DURING A ROUTINE SEARCH. THE NOVEL 
FACT OF THIS FIND WAS THAT THE MICROPHONE WAS 
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CONCEALED IN A HOLLOW CAVITY WITH VERY HARD PLASTER 
AND CONCRETE SEPARATING THE CAVITY FROM THE CEILING. 

THE TRADITIONAL AIR HOLE WAS ABSENT. THEY HAVE 
SINCE DISCOVERED TWO MORE MICROPHONES AND EXPECT 
TO FIND MORE. 

7. ONE OF THE TECHNICIANS INSPECTED THE PHOTOGRAPHS 
OF ONE OF THE SOVIET RF SPLICES FOUND IN THE TUNNEL 
AND SAID THE CONNECTOR RESEMBLED A SIMILAR CONNECTOR 
ASSOCIATED WITH A 1964 FRG FIND. MOSCOW HAS NO FILE 

ON THIS FIND. 

8. NAMES OF APPROPRIATE SECURITY PERSONNEL IN 
WASHINGTON WERE GIVEN TO THE GERMANS SO THAT THEY 
MIGHT FURTHER PURSUE THE MATTER THROUGH NORMAL CHANNELS. 

9. THE WEST GERMAN EMBASSY IN MOSCOW DOES NOT SUFFER 
FROM A MUTS LIKE SIGNAL. MATLOCK 


SECRET 


NNN 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


Message Attributes 


Automatic Decaptioning: X 

Capture Date: 01 jan 1994 

Channel Indicators: SY 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 22 jun 1978 

Decaption Date: 01 jan 1960 

Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978MOSCOW14419 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: X2 

Errors: N/A 

Expiration: 

Film Number: n/a 
Format: TEL 
From: MOSCOW 
Handling Restrictions: n/a 
Image Path: 

ISecure: 2 

Legacy Key: Iink1978/newtext/t1 9780631 /aaaabain. tel 

Line Count: 80 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE 

Message ID: 0f94bf83-c288-dd11-92da-001cc4696bcc 

Office: ACTION SY 

Original Classification: SECRET 

Original Handling Restrictions: n/a 

Original Previous Classification: n/a 

Original Previous Handling Restrictions: n/a 

Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: SECRET 
Previous Handling Restrictions: n/a 
Reference: n/a 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 28 jun 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 2248573 
Secure: LOCK1 
Status: NATIVE 
Subject: //// 

TAGS: ASEC 
To: STATE 
Type: TE 

vdkvgwkey: odbc://SAS/SAS.dbo.SAS_Docs/0f94bf83-c288-dd1 1-92da-001cc4696bcc 
Review Markings: 

Sheryl P. Walter 
Declassified/Released 
US Department of State 
EO Systematic Review 
20 Mar 2014 

Markings: Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 


Sheryl P. Walter Declassified/Released US Department of State EO Systematic Review 20 Mar 2014 



